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The right to privacy is a firmly entrenched democratic principle that has 
been inferred in the U.S. Constitution and protected by the Fourteenth 
Amendment as a liberty of persona! autonomy. 1 Although the 
Constitution does not include language that explicitly details privacy pro- 
tections, since the 1800s justices have interpreted the text as promoting 
the 'right to be left alone.” 2 Evidence of compelling support for protec- 
tion of privacy also has been found in several of the Constitutional 
Amendments, including the First, Fourth, Fifth, and Fourteenth. 3 

However, it is the statutory right to privacy that has been most 
closely aligned with data protection as a form of self-protection. The U.S, 
Federal Trade Commission has led efforts to enforce compliance with 
privacy. The statute ry right of privacy limits access to personal informa- 
tion and has been extolled in the proliferation of privacy policies and leg- 
islation that control the collection of information about children on the 
Internet. 4 

Despite the longstanding tradition of individuals controlling access 
to and use of personal information, technology has expanded the flow of 
identifiable data into the public domain. Students’ rights and protections 
are emerging as a key public concern, 5 and the public documentation and 
tracking of young lives through Web logs or blogs, e- journals, digital 
photos, Web pages, online profiles, radio frequency identification, and 
other forms of data surveillance have complicated efforts to safeguard 
young people s prh'acy protections in digital spaces. This article explores 
controversies over the protection of children’s privacy in a digital age and 
discusses connections between online privacy, cyber-identity, and self- 
protection in a democratic society. 

Children and Privacy in Cyberspace 

A full exploration of privacy issues is beyond the scope of this article, 
and the purpose of this discussion is not to debate restrictions or control 
for access to public documents. The intent is to explore how young 
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people interact and manage within an information age where information 
flows so easily and can be used for numerous ulterior interests. 

While digital technologies offer new ways for children and youth to 
obtain information, the interactive nature of the Internet creates prime 
opportunities for young people to engage in activities which compromise 
their privacy or well-being. The captivating world of cyberspace is a 
“seductive and potentially manipulative environment for children ,” 6 and 
the capacity of young people for self-regulation is often limited. The 
digital environment creates many opportunities for gathering data from 
children and sending them targeted messages. Individuals, organizations, 
and companies have used the World Wide Web to access youth and 
impinge upon their privacy by eliciting personal information through 
online registration forms, Web profiles, Internet quizzes/surveys, entry 
forms, electronic postcards, and coupons/p romotional activities. The col- 
lection of personal information from the young capitalizes on their 
deficits in understanding the strategies that are used to engage children 
online and a lack of awareness of the Internets unique capacity to mine 
data and track individual users. 

Although information itself may not be a threat, use of the data may 
pose a danger. The compilation, storage, and sale of public information is 
a large industry in the United Stares, and often includes public informa- 
tion from commercial sources as well as government records on individ- 
uals. These collections of information are referred to as digital dossiers . 7 
Daniel Solove has described the aggregation of information about indi- 
viduals as an unauthorized digital biography that is often filled with erro- 
neous details and data that have been taken out of context to yield a 
distorted persona . 8 

The Web is serving as a major information delivery mechanism that 
is a rich source of information for organizations, companies, and individ- 
uals that want to capture the interests, behaviors, and habits of young 
Web users. Children are a highly marketed segment of the consumer pop- 
ulation, and young people often serve as information brokers for their 
own personal information as well as data about their friends. Students 
create digital personas, which represent a complex interaction between 
the data that they encounter and the data that they give out. 

Sophisticated technology has evolved extensive information dissemi- 
nation systems that represent a contemporary intrusion to privacy. Since 
the First Amendment protects the right to speak and publish informa- 
tion, digital dossiers often are comprised of public-domain documents 
that may have been freely provided to third parties by an individual. For 
adolescents, extensive use of online journals and participation in Internet 
communities can offer another medium in which personal information is 
disclosed to strangers. Caregivers struggle to balance the child’s need for 
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personal privacy and independence with safety concerns in a digital envi- 
ronment. 

In the United States, privacy can be best achieved by controlling 
nondisclosed information. Once personal data has been released, there is 
little that can be done to curtail its dissemination or accumulation into 
enormous databases where digital dossiers evolve from the collective accu- 
mulation of information that has been combined, indexed) and corre- 
lated. These dossiers can then be used to judge and evaluate individuals, 
establish a profile) and determine “desirability .” 9 These extensive histories 
can degrade tolerance for negative activities and diminish young peoples 
opportunities to learn life's lessons and receive social forgiveness for indis- 
cretions. 

Among the issues that caregivers and child-serving professionals need 
to understand is the interface between online access and potential 
infringements to privacy protection. Prior to the Internet) data on an 
individual existed in many unrelated databases, and this disconnect had a 
protective function to privacy. The merging of data reveals the vulnera- 
bility of confidential information. The Internet's interactive nature creates 
a forum whereby children can be targeted individually and engaged in 
efforts to track their identity and/or behavior online. The gaze of cookies 
and Web bugs that are posted during online sessions facilitate collection, 
storage, and data matching. Additionally, the collection and retrieval of 
information in cyberspace creates a context where fallacious or deleterious 
information can become archived. Human tendencies to be reduction- 
istic in thinking (he.) the reductionist fallacy) may rely on erroneous 
information or give excessive prominence to the “worst truths,” which 
may subsequently achieve prominence and create barriers to facilitating 
behavioral change. As a result, past mistakes or educational problems can 
become lifelong burdens that drive expectations. 

As insidious as the hoarding, abuse, and misuse of data may be, a 
more obscured phenomenon may be taking place whereby young people 
are increasingly desensitized to the loss of control over their personal 
information. There appear to be varying views on the ability of children 
and youth to effectively manage information and make informed deci- 
sions about the implications of willingly providing personal information 
to others. For parents and educators, it is a challenge to persuade children 
and youth to safeguard their personal data. Several studies have demon- 
strated that young people freely reveal private information . 10 
Develop men tally, children typically do not begin attenuating to risk until 
middle childhood, thereby necessitating that adults serve critical protec- 
tive roles. Even in the teen years, the ability to make informed life choices 
is still in a state of flux . 11 Adolescents have often been described as partic- 
ularly vulnerable to risky behavior, including poor decision-making , 12 
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Tech nor racking of Children: When Child Protection and Personal 
Privacy Collide 

Increased sensitivity about infringements to privacy combined with 
recent events, including school shootings, child abductions, and terrorist 
acts, have intensified concerns over potential threats to childrens safety 
and security. This concern has manifested itself in numerous technolog- 
ical developments that have been designed or adapted to protect children 
and prevent harm. However, technology has an adverse side, and its role 
in surveillance has raised concerns about privacy Debate is ensuing over 
whether technology is the right solution for child protection concerns. 

Modern technology has provided the means to track children. 
Opponents of techno tracking believe that a reliance on technology intro- 
duces infringements to privacy that are too great a price to pay for better 
security , 13 However, communities around the world are exploring various 
options with mixed results. 

As the price of technology solutions continues to drop, parents are 
increasingly enticed by many emerging products that focus on moni- 
toring the whereabouts of children, and schools are seeking out new ways 
to ensure the safety of the children in their care. One example involves 
radio frequency identification technology, or RFID. Using a technology 
that has been used by retailers to track merchandise and by ranchers to 
monitor livestock, embedded computer chips are each programmed with 
a unique number, and a tiny antenna transmits the information to nearby 
scanners. Some school authorities in japan and the United States have 
introduced student identification tags on name badges, clothing, or back- 
packs. 1 - The RFID chips are scanned and track students when they enter 
the school building, A company in Mexico has taken this one step further 
by offering a service to implant microchips in children as an anti-kidnap- 
ping device . 15 

Malls and amusement paries in the United States and Denmark have ■ 
also looked to technology to help parents keep track of their children . 16 
Using a combination of RFID and wireless technology, wristbands can be 
rented that broadcast a signal, and the location of a child can be retrieved 
from kiosks. The devices also have other features and can be used to send 
messages among members of the family or to locate nearby restaurants or 
restrooms. A similar device using GPS technology is marketed by a 
company, allowing parents to access information about their child's 
whereabouts through a simple phone call. Whereas the RFID devices 
have a short-range capacity and are most ideal for confined spaces, the 
GPS devices pinpoint the location of children in real rime and can replay 
their whereabouts over the last few hours. Some also feature panic 
buttons that can instantly alert a parent via phone in case of an emer- 
gency. 


138 



While some features of the technology are perceived to be beneficial, 
the implementation of this technology has initiated debates over the 
trade-offs between security and privacy* In the United States, various 
groups like the American Civil Liberties Union and the Electronic 
Frontier Foundation argue that technosurveiliance of children breaches 
rights to privacy and treats children like inventory, 17 Concerns have been 
expressed that the safety and security of students could be jeopardized. 
Although children in most countries do not have the same rights to 
privacy as adults, opponents assert that the limited rights of children are 
unfairly negated by this technology. There have been outcries in Europe 
that children s privacy might be infringed upon by identity cards that 
carry health information about a child* 1E In the United States parents typ- 
ically have authority over children s information, and the Supreme Court 
has “recognized three reasons justifying the conclusion that the constitu- 
tional rights of children cannot be equated with those of adults: the pecu- 
liar vulner ability of children; their inability to make critical decisions in 
an informed, mature manner; and the importance of the parental role in 
child rearing*” 19 There are no clear rules in the United States prohibiting 
parents from using technosurveiliance in their families* Therefore, 
American parents generally have tremendous latitude in monitoring the 
whereabouts of their children. In contrast, U.S. laws have been passed to 
safeguard children from privacy invasions by others* For example, the 
Childrens Online Privacy Protection Act of 1998 restricts Web site oper- 
ators from collecting and disseminating information pertaining to 
patrons under the age of thirteen. 20 

Individual families will continue to grapple with privacy Issues and 
the appropriateness of tech no tracking as well as the impact on the parent- 
child relationship; however, the infusion of this technology into public 
spaces, such as schools or malls, creates widespread concerns about the 
transformation of a device to protect safety to one that could be abused 
by others* Questions such as what happens to the data collected and who 
has access to the tracking information are especially salient in light of 
recent events in which data has been breached by unauthorized users or 
for unintended purposes. In Northern California, the use of RFID 
devices In a school district was abandoned after parents and privacy advo- 
cates objected to tracking children without caregiver knowledge or 
consent. 21 

Opponents also have warned that techsawy kids will eventually 
figure out how to manipulate the devices into falsely reporting their loca- 
tion* Since the devices can be easily removed from the body of a child, 
either the child or others may be motivated to fool the device* 
Additionally, technotracking services could be used as a tool of stalkers, 
kidnappers, child predators, etc. to pinpoint the location of children in 
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real time. 

Although companies producing the devices have countered that 
privacy protections have been designed in the system, such as limited 
range of ID readers and active scanning by touching a screen rather than 
passive detection of identification tags, evolving capabilities and adapta- 
tions of the technology could result in incidents in which the identity and 
location of a child is broadcast to anyone with a chip reader The remote 
readability of the chips and lack of encryption have raised concerns that 
this security solution does not adequately mitigate the risks, and instead it 
creates additional risks due to the data collected. Technical insecurity of 
the systems combined with potential inaccuracies that generate mis- 
leading information about a child's location suggests that this form of sur- 
veillance currently lacks sufficient security to safeguard vulnerable 
children . 22 


Child Protection in a Digital Environment 

The duty of adults to assume a proactive role is necessitated by the 
vulnerability of children and youth to malicious behavior, including those 
who would take advantage of the insecurities and naivete of youth to 
maximize their access to personal information. Although caregivers and 
child-serving professionals may play an essential role, they tend to have 
only limited understanding of technology and appropriate prevention ini- 
tiatives for children. American adults “have no clue about data flows- — 
the invisible, cutting edge techniques whereby online organizations 
extract, manipulate, append, profile and share information about people 
on-line ,” 23 Consequently as society struggles to address the serious social 
problems associated with Internet use, adults often find themselves inade- 
quately prepared to assist children in understanding the complexities of 
privacy issues in a digital age. 

Recognizing the vulnerability of children to privacy infringements, 
the United States has passed legislation that requires commercial Web site 
operators to acquire parental consent before personal information is col- 
lected from children under age thirteen. The law, known as the Childrens 
Online Privacy Protection Act (COPPA ), 24 is enforced by the Federal 
Trade Commission, COPPA denotes that Web sites that are directed to 
children under thirteen are prohibited by law from making a child's par- 
ticipation conditional on the provision of personal information. 
Nonetheless, although safeguards must be in place regarding the collec- 
tion of personal information from children, COPPA does not preclude 
the acquisition of information or linking information with other data on 
the child that has been collected digitally. Parents can maintain control by 
accessing, changing, or deleting their child's personal information, 

COPPA also stipulates that teachers can act on behalf of parents in 


140 



the school setting so that students can engage in online activities that the 
teacher feels have an educational benefit. School districts also must have 
policies to protect student privacy as a provision stipulated under the 
Elementary and Secondary Education Act of 200 Id 5 Schools need to safe- 
guard against violation of students’ privacy through posting of names and 
photos on school Web sites; the disclosure of confidential student infor- 
mation via staff emails and other electronic communication; and the dis- 
tribution of private information by other students. 

Although COPPA relies on caregivers and teachers to defend chil- 
drens safety and privacy online, the proliferation of technology has been 
accompanied by a rise in the public documentation of children's lives 
through blogs and public journals. Parental publishing of childrens life 
experiences from birth is increasingly common, and the task of docu- 
menting lives online is often usurped by children at young ages as they 
learn to interact in digital spaces. By the time children in the United 
States turn thirteen years old, they are viewed by the statutes as legally 
capable to make their own decisions when communicating electroni- 
cally 26 Adults responsible for children, whether caregivers or other child- 
serving professionals, need to engage in careful deliberation before 
placing young people s personal information on the Internet or using 
technology to track student data and records, since it establishes an early 
precedent for subsequent online choices made by young people. 

Although the details of minors are protected by COPPA, young 
people, who are increasingly exposed to a proliferation of personal infor- 
mation on the Internet, are becoming desensitized to the digitization of 
public records. Subsequently, youth often remain oblivious to ways to 
maximize the privacy of their online activities. They remain naive 
regarding social dangers and accessibility of online communications, even 
as access to electronic records becomes increasingly ubiquitous via hand- 
held PDAs, mobile phones, and other devices. 

Digital Literacy for Effective Citizenship 

The pervasiveness of technology" in homes and schools has afforded 
the benefit of access to resources while simultaneously evolving the emer- 
gence of social problems in the digital space. The diffusion of the Internet 
into the lives of children can expose them to information with question- 
able legitimacy, Ideas that can be contrary to positive behaviors, and mes- 
sages that are intended to manipulate their actions or beliefs. 37 
Additionally, new issues have arisen as information technology gains 
prominence in the national infrastructure, accelerating the capacity for 
economic opportunities and opening communication. Society^ is increas- 
ingly recognizing that these technology-based assets must be protected 
from threats to security 
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Due uo the omnipresence of technology, young people require crit- 
ical-reasoning skills to facilitate their active engagement with informa- 
tion. Digital literacy builds the foundation for productive functioning as 
a global citizen and addresses the development of skills needed for the 
evolving cyber-domain. 

Digital literacy is a compilation of legal precedents voluntary policies, 
and ethical conduct. It represents the ability to access digital forms of 
information, critically evaluate its quality and utility, analyze information 
for connections to and expansions of knowledge, and use digital tools to 
produce original works. It emphasizes the capacity to fully participate as a 
responsible member of a technologically engaged society and refers to the 
skills that people need to understand and constructively navigate the 
digital media that surrounds them. It addresses safety and security while 
fostering broader preparation for digitized and networked environments. 

Digital technologies are increasingly ubiquitous, and mobile tech- 
nology adds new layers of vulnerability and accessibility. Pervasive com- 
puting can infringe upon privacy protections. Moreover, digital content 
can be manipulated; therefore, it should be critically evaluated to deter- 
mine its trustworthiness. Many young people are immersed in an inter- 
connected environment comprised of an enticing amalgamation of 
images, words, and sounds. While young people have often mastered the 
task of using the technology tools to communicate, they have typically 
not acquired the proficiency to function responsibly as members of net- 
worked communities. In order to optimize the benefits of a digital 
society, children and youth need adequate preparation. 

Digitally literate individuals appreciate the difference between infor- 
mation and knowledge, and they focus on bridging the gap between the 
capacity to access data and the skill to synthesize, evaluate, and interpret 
information for educational benefit. Youth, in todays world, are not only 
consuming digitized information, they also are actively manipulating, 
adapting, and disseminating information through communication tech- 
nologies . 38 However, despite their immersion into this global setting and 
their enthusiasm for online activities, they often are focused on discrete 
technical tasks that entail seeking out information, communicating with 
others, and playing games. Conversely, they lack skills to gauge the influ- 
ence of digital messages on their behavior or assess the relative risk and 
manage the challenges of communicating with digital technologies. 

The liberating anonymity of the Internet, where children and youth 
can access and contribute to a vast repository of information, is tempered 
by methods to track users and aggregate data for use by marketers, 
Internet regulators, and predators. Therefore, children need instruction 
on the application of skills for critical analysis and ethical decision 
making. This includes ongoing practice in controlling disclosure of per- 
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sonal information* To be successful in this task, young people need to 
learn to process information so that they can make thoughtful decisions. 
Access to massive amounts of information necessitates competency in 
gauging the quality and accuracy of information* In turn, students have 
an obligation to consider the implications of communication that they 
initiate via information technologies since the network of recipients is so 
dynamic and expansive. Messages become publicly accessible and have 
potentially widespread negative implications* 

Ultimately basic education for safe and responsible choices in digital 
environments will be increasingly important not only for personal safety, 
but also to ensure the security of the digital infrastructure. Just as most 
students acquire an understanding of protection rules for their physical 
well being, the essential skills for securing personal information in digital 
formats will lay the foundation for safeguarding protected data* 
Preventative intervention in the schools may enhance instruction on the 
extraordinary resources and opportunities available online while simulta- 
neously creating a medium for applied practice in restricting unautho- 
rized digital traffic, discriminating between credible information and 
messages intended to manipulate thought or action, identifying sources 
of data, and recognizing that this context is a communication modality 
fora global community comprised of diverse perspectives and people* 

A compelling role for teachers emerges from an awareness of our vul- 
nerabilities due to our new reliance on technology. The obligation of 
schools is to not only emphasize the mechanics of the use of communica- 
tion technologies, but also address the social consequences of partici- 
pating in digital forums* Young people enjoy the power of sharing ideas 
and communicating with others, and cyberspace offers a globally-con- 
nected community in which students are challenged to apply their social 
competence and ethical decision-making skills within a worldwide 
forum* To this end, we are obligated to educate children on critical pro- 
tection and security in a digital age as well as prepare them for cyberciti- 
zenship with guidelines for acceptable online behavior . 29 

Thinking and reasoning are at the center of digital literacy. Literacy 
efforts empower youth to analyze, interpret, and create images and infor- 
mation that are disseminated in digital environments* They provide skills 
so that youth can decipher complex messages in an informed and knowl- 
edgeable way, and they counteract the temptation to react without fore- 
thought to the influence of powerful words, images, and sounds. Skills 
include the critical analysis of digital media, investigation and evaluation 
of information, consideration of divergent interpretations, recognition of 
representations of point of view, and the ability to safeguard against vul- 
nerabilities to personal security and safety in cyberspace* 

Although youth are well acclimated to the digital medium and have 
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adjusted rapidly to it, they need specific opportunities to practice skills 
and develop new habits of respect, empathy, equity, and advocacy in a 
global context. Digital literacy fosters the knowledge and skills for global 
citizenship by linking everyday individual actions with the consequences 
for oneself and others. 


Concluding Thoughts 

[W]hen intimate information is removed from its original context and revealed 
to strangers, we are vulnerable co being misjudged on the basis of our most 
embarrassing, and therefore most memorable, tastes and preferences . ia 

Privacy protects us from being misdefined and judged out of context in a world 
of short attention spans, a world in which information can easily be confused 
with knowledge . 51 

Data gathering technologies are becoming increasingly sophisticated 
and taking many forms. Of greatest concern is how these vast repositories 
of information are handled in a way that accommodates the values of 
privacy. As a result, database security has evolved as a critical component 
of protection and safeguarding of privacy 

Our communities often look to technology as an ideal solution to 
social problems; however, the real answer may be related to committing 
and accessing sufficient human resources devoted to child protection. We 
need to continue to explore both technological and nontechnological 
approaches to safeguarding children while being cognizant that this is a 
complex issue that requires careful deliberation of the intended and unin- 
tended consequences of tracking children and their data. 

Part of the process of safeguarding children s online experiences is the 
active instruction to educate children to navigate safely in cyberspace. 
Educational strategies that focus on helping children and youth to 
develop autonomous and responsible skills online require guided instruc- 
tion and practice. This approach complements existing filters and security 
systems that cannot guarantee total protection. Moreover, the introduc- 
tion of standards-based lesson plans, the creation of develop mentally 
appropriate Acceptable Use Policies, and the inclusion of orientations 
which address social, ethical, and legal behavior online, can counter 
infringements against youth and sustain the dynamic and interactive ben- 
efits of communication technologies. Despite the alarming incidents that 
children might experience in cyberspace, preventative intervention may 
preserve the extraordinary opportunities available online and offer a 
medium for applied practice in evaluating the credibility of information, 
understanding sources, and appreciating the diversity of perspectives and 
people in a global community. Subsequently youth can help shape social 
and cultural interaction in a cvberworid that is built on values of respect, 
responsibility justice, and tolerance. 
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Learning to function in a democratic society does not depend on 
total and complete secrecy. In fact, for children privacy should never be 
absolute since caregivers are responsible for their protection and need crit- 
ical information on children's well being and functioning. Moreover, 
parental monitoring of children and their data promotes engagement of 
families while insulating children from potential harm. However, for chil- 
dren to achieve autonomy as informed and productive citizens in a digital 
age, they need opportunities to understand how to regulate personal 
information as well as make informed judgments to discriminate between 
benign data versus information that should be protected due to its sensi- 
tivity or potential for harm. 

As this generation of children grows up immersed in an information 
age, they may disregard traditional conceptualizations of privacy as a relic 
of a time when documents were stored in dusty file cabinets in base- 
ments, However, whether youth are apathetic to techniques to track them 
and profile their flow of data into extensive, although sometimes inaccu- 
rate, digital dossiers or sensitized to the electronic footprints that they 
leave behind will depend on instilling in young people the ability to 
engage in informed cost-benefit analyses of privacy and data flow in an 
interactive digital, society. 

Child protection initiatives must therefore not only be concerned 
with securing the physical environment of the child, but also create 
opportunities in which children may practice processing information 
without potential for harm due to indiscretions, explore preferences in an 
environment that is free of intrusion and embarrassment, and draw con- 
clusions that are independent and immune to manipulation. This inte- 
gration of privacy and protection agendas may overcome the 
discontinuity that currendy exists for this generation of young people and 
create a future in which privacy and access to information achieve a 
homeostatic balance that is simultaneously responsive to the evolving 
capabilities of new technologies and the democratic principles that foster 
individual opportunity and autonomy 
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